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Error probability is a popular and well-studied optimization criterion in discriminating
non-orthogonal quantum states. It captures the threat from an adversary who can only
query the actual state once. However, when the adversary is able to use a brute-force
strategy to query the state, discrimination measurement with minimum error probability
does not necessarily minimize the number of queries to get the actual state. In light of this,
we take Massey’s guesswork as the underlying optimization criterion and study the problem
of minimum guesswork discrimination.

Quantitative information flow (QIF) analysis has been an active topic in security community
during the last decades |. The aim of QIF analysis is to quantify the amount of sensitive
information leaked by a (classical) covert channel @] from a high-level entity Alice, whose secret
information (e.g., a password) is mathematically described as a random variable X taking value
from {z; : 1 <i < n} with probability distribution {p(z;)}, to a low-level entity Bob, whose partial
information about X is described as another random variable Y with alphabet {y; : 1 < j < m}.
The correlation between X and Y is determined by the channel matrix {p(y;|z;)} of the covert
channel. We observe that quantum state discrimination |, which is a fundamental problem
in quantum information theory, can be seen as a special case of QIF analysis. In the setting of
quantum state discrimination, Alice first encodes her secret messages {z;} into quantum states
{pz,} giving rise to an ensemble of quantum states &€ = {p(z;), pz; }. We call this £ a quantum
encoding of X. Alice then prepares a secret message x; with probability p(z;) and gives p,, to Bob,
who has full knowledge about the ensemble £ and aims to identify the actual value z; of X realized
by Alice. In order to get information about X, Bob performs a positive operator-valued measure
(POVM) I = {7, : 1 < j < m} on the quantum state p,, received and stores the measurement
outcome in Y. The channel matrix is then given by the Born rule @], p(yjlzi) = Tr(pe;my,)-

In the literature of QIF analysis, researchers have proposed different figures of merit to quantify
how successfully Bob can identify the secret value of X given knowledge about Y, according to
different adversarial strategies which Bob may adopt. In particular, it is well-known that error
probability, guesswork, and the Shannon entropy deal with one-shot strategy, brute-force strategy,
and subset membership strategy, respectively, and thus play important and complementary roles
in QIF analysis @«Iﬁ)] In the quantum setting, it is clear that one-shot strategy and subset
membership strategy have been considered. Error probability and the Shannon entropy have been
widely studied in quantum information theory, and led a large amount of research on minimum
error discrimination (MED) ﬂﬁ@, @], accessible information ﬂﬁﬂ, @, @], quantum source
coding HE, @], quantum channel capacity |, etc. However, to the best of our knowledge, no
work has addressed brute-force strategy in the context of quantum state discrimination.

The above observation motivates us to consider Massey’s guesswork @, @] as the optimiza-
tion criterion in quantum state discrimination. We name the new problem minimum guesswork
discrimination (MGD). In contrast to the MED scenario where Bob has only one chance to ask
Alice “is X = x 77 for some x chosen based on his measurement outcome, in the MGD scenario
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Bob carries out multiple such queries until hitting Alice’s prepared message. Guesswork, the new
criterion, quantifies the expected number of queries that Bob needs to make. Formally, for two
random variables X and Y, the guesswork of X given Y is defined by

G(X|Y) = ZP Yj ZJ] p(Tily;),

where each ¢; is a permutation on {1,--- ,n} such that p(z;|y;) > p(zy|y;) implies o;(i) < (7).
The guesswork G(X|Y') quantifies the expected number of queries (“is X =z ?”) that Bob needs
to guess the actual value of X after he observes the value of Y. Now we define the optimization
goal in MGD. Given £ being a quantum encoding of X, the minimum guesswork of £ is given by
GPlg) & G(X|Y 1

() £ min G(X|Y), 1)
where M is the set of all POVMs. Note that in this definition, Y is completely determined by £ and
IT as described in the first paragraph. In the following, we give several alternative characterizations
of GP!(£). The first one states that the optimal POVM achieving G°P*(£) can always be taken as
a complete measurement.

Proposition 1. Let £ be a quantum encoding of a random variable X, and GPY(E) be defined in
Eq.@). It holds that GP'(£) = mingen, G(X|Y), where M, is the set of all POVMs consisting
of only rank-one measurement operators.

The second characterization shows that a POVM consisting of n! measurement operators suffices
to achieve minimum guesswork when £ comprises n quantum states.

Proposition 2. Let € be a quantum encoding of a random variable X, and GPY(E) be defined in
Eq.[d). It holds that G°P*(£) = minnem,, G(X|Y), where My, is the set of all POVMs consisting
of exactly n! measurement operators.

Based on Eldar et al.’s analogous results in MED ], we reduce MGD to a semidefinite pro-
gramming problem, which has numerical solutions within any desired accuracy in mathematics,
and derive necessary and sufficient conditions satisfied by the optimal POVM to achieve minimum
guesswork.

Proposition 3. Let £ be a quantum encoding of a random variable X, and GPY(E) be defined in
Eq.(d). It holds that GP'(E) = max 4 Tr(A), where A ranges over all Hermitian operators satisfying
A< o(i)p(4)pa, for any permutation o on {1,--- ,n}.

Proposition 4. Let £ be a quantum encoding of a random variable X, and GPY(E) be defined in
Eq.@). A POVM {my,,my,, -+ , 7y, } achieves GP'(E) if and only if for any permutation o on
{1,---,n} it holds that

n n!

ZZUJ( ) T leﬂ'y] < Z .%'Z pxl

i=1 j=1

It is worth noting that Proposition [ can also be proved directly using the technique introduced
in @]

To discuss the relationship between MGD and MED, we need to introduce some notations.
Given two random variables X and Y, the error probability of guessing X given Y is defined by

m
Per(X[Y) 21— Zp(yj 1I<na<x p(3ly;)-
=1



The minimum error probability of £ used in MED is then given by

¢ A
PI(E) £ min Pery(X]Y). )
By the following theorem, we show that minimum guesswork can be bounded from both directions
in terms of minimum error probability. Moreover, when discriminating two quantum states, the
two criteria coincide.

Theorem 1. Let £ be a quantum encoding of a random variable X, and GP*(E) and PPL(E) be
defined in Eq.(d) and Eq.([2), respectively. It holds that
1 1

O, n O,
v 2 =T = grmE

and if n =2, GPY(E) = PEL(E) + 1.
We also study the relationship between minimum guesswork and accessible information of a

quantum ensemble £. In particular, we derive upper and lower information-theoretic bounds on
minimum guesswork. These two bounds are both tight in that they can be achieved by some £.

Theorem 2. Let £ be a quantum encoding of a random wvariable X and GPY(E) be defined in
Eq.[@). Provided H(X;) > 2 for any measurement operator m, it holds that

1 _mx
opt > = . oH(X)—x(&) .
G (E) 1 2 +1

In Theorem[2 H(X) £ — > | p(z;) log p(z;) is the Shannon entropy; x(£) = S(> 1, p(2:)pa;) —
S p(xi)S(ps;) is the well-known Holevo bound on accessible information of £ [33], where
S(p) & —Tr(plogp) is the von Neumann entropy of p; the random variable X, is defined by

Pr(Xy = ;) 2 p(a;) Tr(py,m)/Te(pr) with p = S0 p(7)p,-

Theorem 3. Let £ be a quantum encoding of a random variable X and G°PY(E) be defined in
Eq.(). It holds that

n—1

opt

GTHE) < 2logn

In Theorem B, A(E) £ QX1 p(i)ps;) — Soiy p(2:)Q(ps;) is a lower bound on accessible
information of € [34], where Q(p) = — >, [Tk ﬁ)\k log A\, and \y’s are eigenvalues of p. In M],
Q(p) is called the subentropy of p .

Furthermore, we investigate the max-min problem maxg G°P*(£) and provide sufficient and
necessary conditions on the quantum encoding £ when making no measurement at all would be
the optimal strategy for Bob.

(H(X) — A(E)) + 1.

Theorem 4. Let X be a random variable and € = {p(x;), pz, : 1 < i < n} a quantum encoding of
X. Let GPY(E) be defined in Eq.(), and G(X) £ 31" | o(i)p(x;) such that p(x;) > p(x;) implies
o(i) < o(j). Then GPY(E) = G(X) holds if and only if for any 1 < i,j < n the following condition
holds:

p(xi) 2 p(xj) = p(i)pe; > P(25)pa;-
Consequently, it holds that maxe GP'(€) = G(X) for any random variable X .

A direct corollary of Theorem M is that, for a uniformly distributed variable X, a quantum
encoding & achieving G!(€) = G(X) must be formed by identical states.

The full version of this work is available online: larXiv:1410.5180L
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