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http://merkle.com/1974 
 In the Fall of 1974 I enrolled in CS244, 

the Computer Security course offered at 
UC Berkeley and taught by Lance Hoffman. 

 I submitted a proposal for what is now 
known as Public Key Cryptography 
-- which Hoffman rejected. 

 I dropped the course, 
but kept working on the idea.  
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Random black-box permutation 

f : {1,2,…N } → {1,2,…N }  



f : {1,2,…N } → {1,2,…N }  
Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

Bob 

f (z1) 
…

 

f (z2) 

f (zi) 

Shared secret key is x3 = zi  
If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   
Classical eavesdropper’s work ≈ N / 2 ≈ t2  



Is this any good in practice? 

•  Assume Alice and Bob are willing to 
spend one second each. 

•  It takes one millisecond to compute f. 
•  Eve’s expected effort: roughly 8 minutes. 
•  Not great! 



Is this any good in practice? 

•  Assume Alice and Bob are willing to 
spend one second each. 

•  It takes one microsecond to compute f. 
•  Eve’s expected effort: almost 6 days. 
•  Better! 



Is this any good in practice? 

•  Assume Alice and Bob are willing to 
spend one second each. 

•  It takes one nanosecond to compute f. 
•  Eve’s expected effort: over 15 years. 
•  Wow! 
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f (x3) 
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Shared secret key is x3 = zi  
If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   
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?Can we do better? 
than quadratic 

eavesdropping effort? 
NO! 

How about in a 
quantum world? 
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If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   
Quantum eavesdropper’s work ≈ N 1/2 ≈ t  (Grover) 
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f : {1,2,…N } → {1,2,…N }  
Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

Bob 

Shared secret key is z 

Z = {f (xi) | 1 ≤ i ≤ t } 
g : {1,2,…N } → {0,1} 
g (z) = 1 ⇔ f (z) ∈ Z 

Grover search for z 
such that g (z) = 1 

f (z) 



•0

•1

f

Applications: Search in an unsorted database

Find collisions in hash functions (cryptography)

Problem: find x such that f (x)=1

Grover's Algorithm

! "NGrover's Algorithm:

Best Classical Algorithm: ! N /2

queries

queries

1

2

3

x

•

•

•

•

•N

Problem: find some x such that f (x)=1 

y

N / (t +1) queries

N / t queries

if there are t solutions 



Time needed for Grover 

•  There are #Z = t solutions 
•  Grover makes ≈ (N / t )1/2 queries 
•  If t = N1/3, this is 

(N / N1/3)1/2  = (N2/3)1/2 = N1/3 = t queries 



f : {1,2,…N } → {1,2,…N }  
Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

Bob 

Shared secret key is z 
If t = N 

1/3 then legitimate work ≈ t 

Z = {f (xi) | 1 ≤ i ≤ t } 
g : {1,2,…N } → {0,1} 
g (z) = 1 ⇔ f (z) ∈ Z 

Grover search for z 
such that g (z) = 1 

f (z) 

Quantum eavesdropper’s work ≈ N 
1/2 ≈ t 

3/2  



•  Legitimate effort ≈ t 
•  Eavesdropping effort: 

Eavesdropper 
Quantum Classical 

Classical 

Quantum 

Alice 
& 

Bob 

t2 t 

t3/2 t3 

Who cares?  

Summary for Key Distribution 
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Oblivious Transfer 
Alice Bob 

OT 
b0 

b1 

c 

bc 

c ? b1-c ? 



•  Powerful cryptographic primitive 

•  Invented by Stephen Wiesner (1970) 

•  Unconditional security impossible 
(even quantum mechanically) 

•  Computational security possible? 

Oblivious Transfer 

YES! 
at least polynomially 

(assuming one-way permutations) 



Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

f : {1,2,…N } → {1,2,…N }  
Bob 

f (z1) 
…

 

f (z2) 

f (zi) 

c=0 
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f : {1,2,…N } → {1,2,…N }  
Bob 

f (z1) 
…

 

f (z2) 

f (zi) 

Bob Computes parity(ac+zi) = bc 

If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

3 

a0=p(x3+b0) 

a1=p(y3+b1) 



f : {1,2,…N } → {1,2,…N }  
Bob 

f (z1) 
…

 

f (z2) 

f (zi) 

Bob Computes parity(a0+zj) = b0 and parity(a1+zi) = b1 

If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   
Optimal classical cheating work ≈ t3/2  

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

3 

a0=p(x3+b0) 

a1=p(y3+b1) 

…
 

f (zj) 



f : {1,2,…N } → {1,2,…N }  
Bob 

If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   
Obvious quantum cheating work ≈ N 1/2 ≈ t  (Grover) 

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

3 

a0=p(x3+b0) 

a1=p(y3+b1) 

f (z1) 

f (z2) 

Bob Computes parity(a0+z2) = b0 and parity(a1+z1) = b1 



f : {1,2,…N } → {1,2,…N }  
Bob 

If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

3 

a0=p(x3+b0) 

a1=p(y3+b1) 

Better quantum cheating work ≈ t 5/6  

f (z1) 

f (z2) 

Bob Computes parity(a0+z2) = b0 and parity(a1+z1) = b1 



f : {1,2,…N } → {1,2,…N }  
Bob 

If t = N 1/2 then i ≈ N 1/2 : legitimate work ≈ t   

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

3 

a0=p(x3+b0) 

a1=p(y3+b1) 

Better quantum cheating work ≈ t 5/6  

f (z1) 

f (z2) 

Bob Computes parity(a0+z2) = b0 and parity(a1+z1) = b1 



f : {1,2,…N } → {1,2,…N }  
Bob 

Bob Computes parity(ac+z) = bc 

If t = N 1/3 then legitimate work ≈ (N/t)1/2 ≈ N 1/3 ≈ t    

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

i =3 

a0=p(xi+b0) 

a1=p(yi+b1) 

Grover search 
for z such that 
∃i s.t f (z) = f (yi) 



f : {1,2,…N } → {1,2,…N }  
Bob 

If t = N 1/3 then legitimate work ≈ (N/t)1/2 ≈ N 1/3 ≈ t    

Alice 

f (x1) 

…
 

f (x2) 

f (x3) 

f (xt) 

f (y1) 

…
 

f (y2) 

f (y3) 

f (yt) 

i =3 

a0=p(xi+b0) 

a1=p(yi+b1) 

Quantum search for 
i, z1 & z2 such that 
f (z1) = f (yi) & f (z2) = f (xi)  

Best known quantum cheating work ≈ t 4/3  

Bob Computes parity(a0+z2) = b0 and parity(a1+z1) = b1 



•  Legitimate effort ≈ t 
•  Eavesdropping effort: 

Eavesdropper 
Quantum Classical 

Classical 

Quantum 

Alice 
& 

Bob t 5/2 

Who cares?  

Summary for Oblivious Transfer 

t 4/3 

t 3/2 t 5/6 
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Conclusion 
•  Classical channel between Alice and Bob. 

•  No prior entanglement. 

•  IS QUANTUM MECHANICS A HINDRANCE 
to classical-channel cryptography? 

•  What a contrast with Quantum Cryptography ! 



•  Legitimate effort ≈ t 
•  Eavesdropping effort: 

Eavesdropper 
Quantum Classical 

Classical 

Quantum 

Alice 
& 

Bob 

t2 

t3/2 

Fully Classical Versus Quantum Merkle 

Summary for Key Distribution 



•  Legitimate effort ≈ t 
•  Eavesdropping effort: 

Eavesdropper 
Quantum Classical 

Classical 

Quantum 

Alice 
& 

Bob 

Fully Classical Versus Quantum OT 

Summary for Oblivious Transfer 

t 4/3 

t 3/2 



Open Questions 

•  The classical t 2  bound is tight for key distribution. 
How about the quantum t 3/2 ? 

•  Is our t 4/3 quantum attack against our quantum OT 
protocol best possible? 

•  Does a better quantum OT protocol exist? 

•  Can we design fully classical protocols that remain 
polynomially secure against quantum attacks? 



Thanks! 
Questions? 



Quantum Information 
Theme Semester 

Fall of 2011 



Bid to host QIP 2012… 
probably in December 2011 

Recall: QIP 2000 was held in Montréal 
in December 1999, sponsored by CRM 



C e n t r e  d e  r e c h e r c h e s  m a t h é m a t i q u e s

en français

As part of the Theme Year 1999-2000

QIP 2000

Third Workshop on

Quantum Information Processing

6-11 December  1999

Organizers

Gilles Brassard (Universite de Montreal)

Richard Cleve (University of Calgary)

Quantum information processing is a new and exciting field that studies the implication of quantum
mechanics for information processing purposes. This includes quantum computing, quantum cryptography,
quantum teleportation and other forms of quantum communication that hinge upon quantum entanglement.

QIP 2000, which takes place just slightly before year 2000, is part of the 1999-2000 special year on
Mathematical Physics, sponsored by the CRM. It is also the natural continuation of the workshops on
Algorithms in Quantum Information Processing (AQIP '98 in Aarhus and AQIP '99 in Chicago). Like these
workshops, QIP 2000 will put emphasis on the computer science aspects of the discipline, focusing on
algorithms and information theory.

TUTORIAL

The first day, 6 December, will be a day of tutorials aimed at nonspecialists who may have had no previous
acquaintance with quantum mechanics. The speakers on that day are Charles H. Bennett (IBM Yorktown),
Gilles Brassard (Montéal), Isaac Chuang (IBM Almaden), Richard Cleve (Calgary) and Daniel Gottesman
(Microsoft).

INVITED SPEAKERS

The technical sessions will start on Tuesday, 7 December, and continue through Saturday, 11 December.
There will be ample time and facilities for informal interaction among participants.

The invited speakers are Dorit Aharonov (Berkeley), Thomas Beth (Karlsruhe), Eli Biham (Technion),
Harry Buhrman (Amsterdam), Claude Crépeau (McGill), David DiVincenzo (IBM Yorktown), Artur Ekert
(Oxford), Christopher Fuchs (Los Alamos), Lov Grover (Lucent), Richard Jozsa (Bristol), Raymond
Laflamme (Los Alamos), Hoi-Kwong Lo (MagiQ Technologies), Dominic Mayers (NECI), Tal Mor
(UCLA), Michele Mosca (Waterloo), Michael Nielsen (Caltech), John Preskill (Caltech), Vwani
Roychowdhury (UCLA), Louis Salvail (Aarhus), Peter Shor (AT&T), Umesh Vazirani (Berkeley), John




